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How to self-sign your own PowerShell scripts

How to self-sigh your own
PowerShell scripts

Introduction

Since security has become more and more of a concern around the globe and more and more
people have started to develop all kinds of applications and scripts, this tutorial will explain
how you can sign scripts you have developed, and also briefly explain what PowerShell
execution policies are and how to change it so that only signed scripts and binaries can be run
on your machine.

A word about PowerShell execution policies
There are four different execution policy levels, and | will explain them briefly here.

e Restricted
Can not run any scripts. Default execution policy. Can run PS commands
interactive only.

o AlISigned
Can run scripts. All scripts and configuration files must be signed by a

publisher that you trust. Opens you to the risk of running signed (but possibly
malicious) scripts, after confirming that you trust the publisher.

e RemoteSigned
Can run scripts. All scripts and configuration files downloaded from
communication applications such as Microsoft Outlook, Internet Explorer and
Outlook Express, must be signed by a publisher that you trust. Opens you to
the risk of running malicious scripts not downloaded from these applications,
without any warning prompts.

e Unrestricted
Can run scripts. All scripts and configuration files downloaded from

communication applications run after confirming that you understand the file
originated from the Internet. No digital signature is required. Opens you to
the risk of running unsigned, possibly malicious scripts.

Getting the necessary tools for creating a self-signed
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certificate

You will either need to have Visual Studio installed or manually download the Windows SDK.
In order to save space and bandwidth, this section will explain how to get the latest SDK,
download the minimal required files and only install one package from that download.

Steps to take for the download and installation:
1. Using your web-browser navigate to:
Download Windows 10 SDK - Latest
or
Download Windows 10 SDK - Archive
2. Download the latest SDK installer for Windows (as of writing it is 10.0.16299.91 -
Released November 2017)

BE Microsoft Microsoft 365 Aaure Office 365 Cynamics 265 0L Windows 10 Moare

Windows Dev Center Explore Downloads Samples Support

Downlgads » Windows 10 50K

Windows 10 SDK

The Windows 10 SDK for Fall Creators Update (10.0.16299.91) provides the latest headers, libraries, metadata, and toals for building Windows 10 apps, When used
in conjunction with the latest version of Visual Studio 2017, the Windows 10 SDK prowvides the aptimum expenence for building apps for Windows 10,

Nete: Windows 10 development targeting Windows 10 Creators Update (or later) requires Visual Studic 2017, This SDK will not be discovered by previous versions
of Visual Studio.

This SD¥, originally released in September 2017, has received the fellowing updates:

QFE Build: 10.0.16259.91 - Released November 2017

+ Updated the Application Certification Kit AP list

+ Addressed issue where previous contract versions wers updated with AFls introduced in the Windows 10 Fall Creators Update

Download the .EXE

3. Execute the installer
4. Select Download the Windows Software Development Kit and take note of the path

and click next
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ﬁ! Windows Software Development Kit - Windows 10.0.162%9.91 —

Specify Location

) Install the Windows Software Development Kit - Windows 10.0.16299.81 to this computer
Install Path:

ChProgram Files (x86)\Windows Kits\ 104 Browse...

* Windows Kit common installation path used

' Download the Windows Software Development Kit - Windows 10.0.16299.91 for installation on a separate

Download Path:

ChUsers\Ton\Downloads\Windows Kits\10\WindowsSDK

Estimated disk space required: 2339 MB
Disk space available: 108,85 GB

5. On Privacy page, click NO and then next

6. On Select the features you want to download page unselect everything, and then
only select "Windows SDK for UWP managed apps". 2 other boxes will

ﬁ! Windows Software Development Kit - Windows 10.0.162%9.91 —

Windows Kits Privacy

Windows 10 Kits collect and send anonymous usage data to Microsoft about how our customers use Microsoft
programs and about some of the problems they encounter. Microsoft uses this information to improve the
products and features. Participation in the program is voluntary, and the end results are software improvements
to better meet the needs of our customers. Mo code or software produced by you will be collected.

Tell me more about the Windows 10 program,

Send anonymous usage data to Microsoft for the Windows 10 Kits?

* Selecting Yes applies to information collected for this download session only.

Privacy Statement

| Back ‘ | Mext | ‘ Cancel
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automatically be selected. Click Download.

ﬁ! Windows Software Development Kit - Windows 10.0.16259.91 - *

Select the features you want to download

Click a feature name for more information.

[Cwindews Performance Toolkit Windows SDK for UWP C++ Jﬂ\p ps

[] Debugging Tools for Windows Size: 51,9 ME

[] Application Verifier For Windows The Windows Software Development Kit for for UWP C++
|:| MET Framework 4.7.1 Software Development Kit Apps

Cwindews App Certification Kit Requires the following features:

/] windows P Over Us2 * Windows IP Over US8

] 151 Tools * Windows SDK Signing Tools for Desktop Apps
Windows SDK Signing Tools for Desktop Apps * Windows SDK for UWP Managed Apps
Windows SDK for UWP Managed Apps

[ windows SDK for UWP C++ Apps

I:l Windows SDK for UWP Apps Localization

I:l Windows SDK for Desktop C++ x56 Apps

|:| Windows SDK for Desktop C++ amdé4 Apps

[ ] Windows SDK for Desktop C++ arm Apps Estimated disk space required: 233,9 MB
[ windews SDK for Desktop C++ armé4 Apps Disk space available: 108,8 GB
| Back ‘ | Download | ‘ Cancel |

7. Once the download completes, navigate to the "Windows Kits" folder where you
just downloaded the installers.

8. Navigate deeper into the folder structure (\10\WindowsSDK\Installers)

9. Locate the file "Windows SDK for Windows Store Apps Tools-x86_en-us.msi" and install
it. Note, you will not get any prompts when the installer has completed.

15 Windows SUK for Windows Store Apps Legacy lools-xg8b_en-us TO/04/ 2008 £2.47 Windows Installer ... 288 KB
'45] Windows SDK for Windows Store Apps Libs-x86_en-us 10/04/2018 22,48 Windows Installer ... 360 KB
ﬁl Windows SDK for Windows Store Apps Metadata-xB6_en-us 10/04/2018 22,47 Windows Installer ... 288 KB
ﬁ] Windows SDK for Windows Store Apps Tools-x86_en-us 10/04/2018 22,47 Windows Installer ... 352 KB
Lf’_:,’p' Windows SDK for Wincows Store Apps-x26_en-us 10/04/2018 22.47 Windows Installer ... 296 KB
FBL VA Arnase SO £nr Wind e Stare Bananed Annc |ihe-v86 anoue 1004012 77 A7 Whneloss Inctallar 293 KB

10. Now you should have the required file installed (C:\Program Files (x86)\Windows
Kits\10\bin\10.0.16299.0\x86\makecert.exe)
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ol Application Toaly <86 - =] *

“ Home Share Vigw Manage '9
- v » ThisPC s Local Dk (T} » Prograre Files (B8 » Windows Kite > 10 » ban » 100162520 » x36 w Search zB0 2

Marne - Date madified Type Size £a
w Quick access | LeSmir LA 3 [ENEA TGS LA i huoi
B Deskiop 7] elue 011201 Anplication KB
#’ Drwnloads €3 ducapsiiewer ¥ 11/201 g Agplicatio ke
e dscompilerdil hviis20 ] Application edter x4 KB
) . el el 17, 1 Applicatan extar 12 K8
=S| Pictumes eventail A 12m s Application exter 14 KB
Createl et ,E fuc SR | Aanlication 2+ KR
i Busic &3 GDFMaker W 112m 1 Application K
B videes [Z] GenerateUnionWinhiD 11720171 Windews Came BKE
. -_ﬂ inspect i1 KB
e mn (5] ralkeapp 011, L
| B Thiz pC (o] rnakecert 10¢11/2017 20403 3 KB
(%] rakepri 011, 58
b Metwork & e e | KB
(] mdrmenge 11 3 K8
rrdeltars, dil 31 KB
(%] rodtrace i 13 KA
Microsaft ComparePackage.Lib.dil 11,2017 17,35 2 KA
M:cmmﬁ.D:l:]nn;h:;.Trz::ng.ern1Eo|,.-l... 1152007 B8 KB
h’.::m5nr1.9.'|rkm‘;mg.Sﬂl{lltils.dll 1172 168
Mliorosaft Windews. Build. Appr.Ap pePac.. 2KB
1 K8

Mliorosaft. Windews. Build.Appx.Ap peSip—

Creating the Certificate
Steps to take:
1. Open up Command Prompt with Elevated privileges.

paration. All e

2. Create a working directory

Code:
md \TEMP

3. Navigate to the working directory

Code:
cd \TEMP
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V.
4. Check path variables and take note of the last character.
Code:
set PATH

V.

5. Create a temporary path to the folder where the required certificate tool
( makecert.exe ) is located.
If the last character in your path was a semicolon then enter this code:

Code:

set PATH=%PATH%C:\Program Files (x86)\Windows Ki

»
else enter this code:

Code:
set PATH=%PATH%;C:\Program Files (x86)\Windows k

Bl Administrator Command Prompt - [m] W

You can also make the path stick permanently by using setx instead of set.
6. Verify that makecert.exe works

Code:

makecert /?
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BN Administrator Command Prompt

rial Number f
i authori

7. Open Microsoft Management Console.
Code:

mmc.exe

B Cansale] - |Coreok: Roat]
& Fir Afticn Yiew Feocurer  Window  Help
muh || BT

Comsole Foat Hame

There are no fems 1o showin this view.
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Add or Remove Snap-ins

Available snap-ns:

Snap-n
" ActiveX Contral
.ﬁ.uﬂworizaﬁnn Manager

&)

Certificates

F Component Services
A Computer Managem. ..
.j.- Device Manager
e Disk Management
@ Event Viewer

" |Folder
=] Group Policy Object ...
3, 1p Security Monitar

& 1P Security Palicy M...
| Link to Web Address

Vendor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microzoft and. ..
Microsoft Cor. ..
Microsoft Cor. ..
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

Description:

Add =

Selected snap-ns:

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

[Z] console Root

Edit Extensions. ..

Remowve

Move Up

Mowve Down

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Carcel
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Certificates snap-in x

This snap-n will always manage cerificates for:
(®) My user account

i) Service account

i) Computer account

< Back Cancel

Add or Remove Snap-ins >

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n vendar ~ [7] console Root Edit Extensions...
=" ActiveX Control Microsaft Cor... (il Certificates - Current User Bemave
.ﬁ.uthorizatinn Manager Microsoft Cor... -
B Certificates Microsoft Cor...
. Component Services  Microsoft Cor... Move Up
%‘-Cumput&r Managem... Microsoft Cor...
.1. Device Manager Microsoft Cor... Move Down
[ Disk Management Microsoft and. .. — :
@ Event Viewer Microsoft Caor. ..
| Folder Microsoft Cor...
_Ej Group Policy Object ... Microsoft Cor...
@ IP Security Monitor Microsoft Car...
g IP Security Policy M...  Microsoft Cor...
I‘f_’, !_ink P:.:.Web .ﬁ.dldr_ess Wcrnsoﬁ‘. [Ec:r. - Advanced...
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

QK Cancel
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9. Now your MMC should look like this

| & Cansalel - [Comobe Rogt]

B [ie fAction Yew Feguibes Mndow Help
@ = B

| Console Feal || Mame

* [ Criimdm - Commt L M Cenificates - Cumenn Wier

Aactidis
Cansle Anst

Mere Actianm

10. Create a Certificate Authority using CMD

Code:
makecert -n "CN=PowerShell Local Certificate Roc “
| >
11. Give it a password
Create Private Key Password x

Key: Subject Key

Password: || |

Corfim Password: | |

MNone Cancel

12. Verify your password

Enter Private Key Password >
Key: Subject Key
Passwaord: ||

Conce
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13. Now your MMC looks like this (may have to refresh by using F5-key)

ﬁ Consolel - [Console Roof\Cerbificates - Cument Used Trusted Roat Cetificabion duthontieswCeri icrtes| _ [m] -
B [ie fiction  Vew Fegurkes Window  Help L]
a2 & 5] X @ 0= B

| Comcle Roct ~ || lsued T : Izsued By Espietion Date  Imtendzd Purpases  Friendly Hame stz || Aetiom

w L Certhicates - Cument User SR LUAEILITY ACCEPTED, (£]67.. HO LIABILITY ACCEPTED, (<167 Ve..

Time Stamping Verifigs Time Stam...

'I’"“";' - o Proseerthell Losal Ceridfione faot Prwsrihel Lncal Cemiicate Aot 'cm:,i:,lj.,thw : :
' rusted Auct Ceafatan suharte alSecureTrust Ci SenzuraTrust CA Server duthenticati..  Trustwave
!M:::‘::I w || CalSearfield Class 2 Certification &, Skarfield Clas 2 Caridication Bt Server duthenticati., Sl Clas 2 Cor || Bowerihell Lcal Certificate Baat -
< » < £ Fiw Actiom L
14. Create Personal Certificate
Code:
makecert -pe -n "CN=PowerShell User" -ss MY -a ¢
Yz
15. Enter your password
Enter Private Key Password ot
Key: lssuer Signature
Password: ||
Cancel
16. View of your console after entering the 2 commands
BN Administrator Command Prompt - (=] L

n "CN=PowerShell User" -s5s MY -a shal

17. Now your MMC looks like this (may have to refresh by using F5-key)

B Consclel - [Conscle RealiCertiliczbes - Cumment UserPersanahiCen fucstes] - o ®

& fie Oction Veew Fowurter  Window  Help &

o AR *x (7 My
| Comele Rect # || ksued To - Isued By Ewplertion Date  Indended Purpases  Friendly Hame featus Gy Aetiom
v '-'-‘"-p"“*’fl' Cument User ; Powecihel Local Cetificate oot 01/011/040 Code Sigring < Ceilicaies - =
- wrzcrl r
Cerficaies Ftire Artinre »
B Trurted Rect Cortification Acthoritn Pawerihell User -
Cenificabes e I
© * € * Pl Actiom b

Personal thare contains 1 cedtificate.
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Verifying that we can sign PS scripts

Steps to take:
1. Open elevated PowerShell ISE
2. Checking that we can access our certificate

Code:

Get-ChildItem cert:\CurrentUser\My -codesign

7
Q Administrator: Windows PowerShell 1SE
File Edit View Tools Debug Add-ons Help
L = | & B » + B | @ | 8 | |B O O

PS5 C:'\Windowshsystem32> Get-ChildItem cert:‘CurrentUser'My -codesign

PSParentPath: Microsoft.PowerShell.Security\Certiticate: :CurrentUser’\My

Thumbprint

E71EEC94FBAEB947421E17ADEAZOBEDY12644F94A CN=Powershell User

3. Changing execution policy to AllSigned
Code:

Set-ExecutionPolicy AllSigned

4. Answer Yes at the prompt

E¥ Execution Policy Change — O >

The execution policy helps protect you from scripts that you do not trust. Changing the execution
policy might expose you to the security risks described in the about_Executicon_Pelicies help topic at
https:/go.micresoft.com/fwlink/7LinklID=135170. Do you want to change the execution policy?

| Yes ||"|"est::|glll| ills] ||Nc:-to.ﬁ.1|| |§u5pend|

5. Verifying that everything got set properly
Code:

Get-ExecutionPolicy
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Q Administrator Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
[l & = 4 B » L}

P5 C:MWTEMP» Set-ExecutionPolicy AllSigned

P5 C:\TEMP:> Get-ExecutionPolicy
AllS5i1gned

PS5 C:\TEMP:=

6. Navigate to our working folder

Code:
cd \TEMP

V.

7. Next we create a script that we will test, sign and test again
8. In PSISE select File>New
9. Enter the following code and press enter

Code:

Write-Host "Hello Certified Script"

10. Save the script as HelloCert.ps1
Q Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
& H & O » | ) [k B = g

HelloCert.ps1 X%
1 Write-Host "Hello Certified Script”

-

11. Test the script (notice you will get an error)

Code:
"\HelloCert.psl

PE C4TEMP- \Hellelert.mal

12. Sign the script

Code:
Set-AuthenticodeSignature HelloCert.psl @(Get-CF

d
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P5 C:AWTEMP> Set-AuthenticodeSignature Hellolert.psl @(Get-ChildItes cert:\CurreatUser'\My -codesign)[0]

Directory: C:\TEMP

13. Close the current HelloCert.ps1 you were earlier editing and open the file again

SignerCertificate

(note the difference)

Q Administrator: Windows PowerShell 1SE
File Edit View Tools Debug Add-ons Help

LI

H & 0 » P & B | = | &[5

HelloCert.ps1 X
Write-Host "Hello Certified Script”

e B = IS I R WU L O S

[N ]

[ el

-]

i

[ el
T

NN
WO ga e

Pl M
|l =

[WCN Iy WE Ry NNy N R NN [y W Ny L Ry Ly L I L [ U Y U L U |
[y B R VR N R s BV < B B sy IR R o WA LN ]

5IG # Begin signature block

MIIFuQYJIKoZ IhvcNAQcCoIIFqjCCBaYCAQEXC zAJBgUr DgMCGQUAMGKGE 1 sGAQQE
aJcCAQSgWzZBZMDQGC 1 5GA00Bg] cCAR4wIgIDAQAABBAT zDtgWUs ITr ckOs YpfvwNR
AQEAAGEAAGEAAQEAAGEAMCEWCQYFKwADAhoFAAQUOtLRAy 24 0uKK 3MAMT umOu+D
JE2gggNCMIIDPICCAT qoAwIBAgIQEKS4DUHgT bS EHObT2az2bDATBgUr DgMCHOUA
MCwxcK J AOBgNVEAMT IVEvd2Vy U2 h1 bGwg TGS YwwgQ2VydG TmaWNhdGUgUmSvdDAe
Fuw0x0DADMTEwWNZEYM jBaFwlz0TEYMzEyMzUSNT 1 aMBoxGDAWBgNVEAM TDLBvd 2y
UZh1bGwgVXNTcjCCASIWDOY IKaZ ThvcNAQEBBQADggEPADCCAQOC ggEBAL SFLLFN
HLS KWohsbhza/8316+UWs1vr7ngBzU1i aBhwaASZgEWglzfhNEde,/ 38954r4mgbZ 11
nIb51DKadT4DPEWZ+X]3m+r PgSEFWbPEKnrgBEFWTtHEOYkhhzLddrCKeXb3wniDc
svtjafwlwzNQgtnGsr2+qgoEBredt275M3R15 1GbdHad0A1 aEmcl /1w 2B3 /FW17Xg
Pi1o2I2WhS0KO1NxTNEsP7LYQ2LDICMZ bbrwdxs0Njbla0NAco1 Z hoOL 6pXXDWCw,/
sanyaol et nvwhe/UUSXNCzIzEBx27 JUWgxzHIqeryRhsFOEVPeITHTZ 16YEkhgiCn
t7vpf 2nXDr GBAUEC AwEAAaN ZMHOWEWYDWVRO T BAwwC oY IKwYBBQUHAWMWXOYDVROB
BFYwYIAQANCREZOwWyEHCYTZ20Xh2 1 /aEuMCwxK ] AcBgNVBAMTIVEvd2VyUZh1bGwg
TG YWwgQ2VydGTmaWNhdGUgUm9wd IIQp0 /rt=cD3btFKocZ kDT uTAJBgUr DghC
HQUAA4 TEAQATY /GuDbQbrtwwBC+nL03t37ae5PoGTPUgvCRNgtYE 3GPFxDecBrco
udrCoU70M1 TyiuD3Ie0aAdLC /8grH+G21Gee0clpXYrLgZ0alegoGleMuC+whik+o
eCyyydVFs2VzUsBasWpOGmMzXSR 31 IUQINSQk60vzoFk5 qIr BOND2YDP2VEObdvy
SEtVumQf Tyl pg4BJoHKCw, pZM /USC4WT P05 T5wvPNHZ JswhIVT p3mto9ywIwsT
Colno3 7O0P+E/FmtuNvvgpvm+ar pgAsZrvitkErel+12VKL+JgeFcrsX7I0ASTan]
ubDtRquX97 7H14pwRNE] U0 67061 gyUzMYIBATCC AJOC AQEWQDA=MSowkAYDVOQD
EvFOb3dTcINoZWxsIEXvY2FSIENT cnRpZml JYXR1IFIvb3QCEDi veslB4Im+RE W
09ms SmwwCQYFKw4 DAhoF AKEAMBgGC 1 sGAQQBg ] cCAQwxC AT oAKAAKEC gAAWGOY ]
KoZ ThvcNAQKDMQwGC 1 sGADDBG] cC AQOWHAYKKwYEBAGC NwI BC zEOMAWGE 7 sGAOQE
o cCARUWIwWY JKoZ ThwcNAQkEMRYEFBFG1wWWWFESE2 1 DCwdwas Tt BeBnMADGC SqG
SIb3DOEBAQUABIIBAAKVhNHEHM41 ] cAuce/kERpeths 2K+G1kFC /B796T1LE=dhmH
kXDH5wd151ITZ eyvdmIzhUPeawWyMCTUSXD1 KOEGT UURccHNE ] aLsCFRIONTYDgwpg
wIGkHO1gUSGEZ nt8xvEm,/ /On0wN1LE6jpzCMaQQfjYq3pkeb05+4IF2 0¥ pBoncsR
W0z4gZbsvw7HFDtqIJ0Z JCzoVECOng 93 3be2myZ zv SRz wsWULEE 7 xXCw0wcylUgla
VL1 D2 rwiv4 3yNMMpNy 3XxMEBs TFA4kmpT k5 29XmQo I Kx0Wes fa31lmvVulwPQ4=x0g
24Vur 2dyowkC+5 /wZ+c5 5+KT Y5 2Vl xrHRvMNMO 2 5=

SIG # End signature block

HelleCert. ps1

14. Run the script

Code:

.\HelloCert.psl

P5 C:MWTEMP> .“HelloCert.psl
Hello Certiftied Script

PS5 C:\TEMP:=

https://www.tenforums.com/general-support/107659-how-sign-powershell-profile-w-self-signed-certificate.html

14/15


https://www.tenforums.com/attachments/general-support/184286d1523442059-how-sign-powershell-profile-w-self-signed-certificate-createcert026.png?s=8cc317c43d00ec0fbd1753bbc0bb981a
https://www.tenforums.com/attachments/general-support/184287d1523442077-how-sign-powershell-profile-w-self-signed-certificate-createcert027.png?s=8cc317c43d00ec0fbd1753bbc0bb981a
https://www.tenforums.com/attachments/general-support/184290d1523442345-how-sign-powershell-profile-w-self-signed-certificate-createcert029.png?s=8cc317c43d00ec0fbd1753bbc0bb981a

22.8.2018

15. Press Always run to add the certificate to Trusted Publishers

How to sign Powershell profile w/ self-signed certificate? Solved - Windows 10 Forums

g Do you want to run software from this untrusted publisher?

Mever run | |Qo not run| | Run once | |A|ways run

O

>

File CATEMP\HelloCert.ps1 is published by CN=PowerShell User and is not trusted on your system. Only run scripts from trusted publishers.

| i Consolel - [Tonsole Roofi Cerbificates - Cument Usen, Trusted Publshers\Cerid acates]
& Fie Actinn Veew  Favourtes Window  Help

4= | A & S| X | B
» 2 Enterprise Tral A || sued Ta = Ixsued By Evpleation Date  Imtended Puepases  Friendly Hame
» [ Inbarmedate Cotificatan Suthortes: 5 DorganrShell lser Powasihel Local Catificace Ance. 00D s Sigeing
+ [ fctive Directory Lhier Object m
w [0 Trusted Putlishers
| Cactificaten
+ [ Unirusted Cenitoates 7

<

Trusted Publithers there comtuing 1 centficae,

Mare detiors

| Bomerinell User

£ Pl Actiom

16. All should work now as expected and you have maximum security enabled that still

allows you to run scripts.

CONGRATULATIONS! You are now officially a PS-script signing guru!
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